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This memorandum transmits our final report on our evaluation of
the Department of the Treasury’s (Department or Treasury)
oversight of Treasury bureau Year 2000 (Y2K) compliance testing
of systems and contingency planning for business continuity.

Our report also discusses the Department’s planning efforts for
“Day One” reporting of its Y2XK status to the President’s Council
on Year 2000 Conversion {(President’s Y2K Council).

Our review disclosed that the Department needs to ensure that
all Treasury Communications System (TCS) equipment is adegquately
tested and is Y2K compliant. We also found that the Y2K status
reports submitted by Treasury bureaus we reviewed did not always
reflect accurate and complete information pertaining to the Y2K
testing and certification status of Treasury systems.
Additionally, weaknesses were noted in testing procedures and
Y2K project management at these bureaus.

While Treasury bureaus have made notable progress to develop and
test business continuity and contingency plans (BCCP),
significant work remains tc finalize these plans before the year
2000. Therefore, the Department needs to more closely monitor
these remaining tasks so that it can be assured essential
services will-be provided in the event of Y2K-induced failures
of mission-critical systems.

We are also reporting that the Department made significant
progress to implement a “Day One” strategy for reporting on the
YZ2K status of core business processes and mission-critical
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systems to the President’s Y2K Council during the century
rollover period. Additionally, the Department has taken steps
to ensure that senior Treasury officials are aware of their
roles and responsibilities for Y2K issues. Further tests,
however, are needed to ensure the full functionality of the
Department’s Emergency Information Coordination Center (EICC) as
well as the backup facility for the EICC.

In our report, we recommend that the Department follow up on:
(1) the Y2K readiness of the TCS; {(2) the weaknesses in Y2K
compliance testing and project management identified at the
bureaus we reviewed; and (3) the status of bureau BCCPs,
“including testing of these plans. -Additionally, the Department
needs to ensure that the full functionality of the EICC and its
backup facility is adequately tested.

In your December 16, 1998, response to our draft report, you did
not concur with our recommendations related tc the TCS and the
need to follow up on the bureau Y2K compliance testing and
project management weaknesses we identified. Your response,
which is summarized and evaluated in, the body of the report and
included as Appendix 2, also objected to certain other matters.
Based on our review of the bases cited for your non-concurrence
and our audit work, we believe our findings and conclusions are
valid and the recommendations appropriate. Therefore, we
strongly encourage the Department to reconsider its position
with respect to the non-concurred recommendations. Because of
the very limited time remaining until the year 2000 to address
our findings, we are issuing this report as final without
further discussion of the disagreements.

Please be advised that it is the Office of Inspector General’s
policy to make our reports available to the public. However, at
the request of your staff, we will limit the distribution of
this report to the individuals identified in Appendix 4 and to
the U.8. General Accounting Office until after December 31,
1999.

We will be entering the recommendations contained in this report
in the Inventeory Tracking and Closure {(ITC) System. Consistent
with Treasury Directive No. 40-01, we request a written
description of actions taken and planned, and target dates for
any incomplete corrective actions, within 30 days of the date of
this memorandum.
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We appreciate the courtesies and cooperaticn provided to our
auditors during the review. If vou wish to discuss this report,
you may contact me at (202) 3927-5400 or a member of your staff
may contact Clifford Jennings, Director of Information
Technelogy Audits, at (202) 927-5240.

Attachment
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Overview

We evaluated the Depariment of the Treasury’s (Department or
Treasury) oversight of Treasury bureau Year 2000 (Y2K) compliance
testing of systems and contingency planning for business continuity.
We also evaluated the Department’s planning efforts for “Day One”
reporting of its Y2K status to the President’s Council on Year 2000
Conversion (President’s Y2K Council). This is the third review by our
office of the Department’s Y2K conversion effort.

Our first review, conducted during January and February 1998,
primarily focused on the Department’s Y2K assessment activities. In
our second review, conducted from April through September 1998, we
evaluated Y2K project management, the systems conversion and
certification process, and contingency planning at 11 bureaus. The
results of these reviews were reported to the Assistant Secretary for
Management and Chief Financial Officer.’

Qur current review disclosed, as a particular concern, the Treasury
Communications System (TCS). Specifically, the Department needs
to ensure that TCS equipment is adequately tested and is Y2K
compliant. Unreconciled discrepancies between two TCS equipment
‘inventory listings raise questions whether all TCS equipment needing
Y2K testing has in fact been identified and tested.

Our current review identified two other issues that need to be followed
up by the Department as part of its management of the Y2K
conversion effort. Specifically, the information pertaining to the Y2K
testing and certification status of Treasury systems in status reports
submitted by the bureaus we reviewed was sometimes incomplete or
inaccurate. We also found weaknesses in testing procedures and Y2K
project management at the bureaus.

Additionally, while Treasury bureaus have made notable progress to
develop and test business continuity and contingency plans (BCCP),
significant work remains to finalize these plans before the year 2000.
Therefore, the Department needs to more closely monitor the

! The Department Met the Year 2000 Compliance Indicators Jor Fiscal Year 1997 (01G-98-090; issued May 27,
1998) and Year 2000 Camphance Efforts at the Department of the Treasury (O1G-99-103, issued August 6,

1999).
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remaining contingency planning tasks so that it can be assured

essential services will be provided in the event of Y2K-induced
failures of mission-critical systems.

The Department has made significant progress to implement a Day
One strategy for reporting on the Y2K status of mission-critical
information technology (IT) and non-IT systems to the President’s
Y2K Council during the century rollover period. For example, the
Department established and performed limited tests of its Y2K
Emergency Information Coordination Center (EICC). Additionally,
the Department has taken steps to ensure that senior Treasury officials
are aware of their roles and responsibilities for Y2K issues. Further
tests, however, are needed to ensure the full functionality of EICC
operations as well as the Department’s backup facility for the EICC.

As a concluding observation, the oversight exercised by the
Department during the Y2K conversion process has primarily been
that of: (1) issuing policy and guidance to the bureaus; and

(2) collecting, consolidating, and forwarding information to the Office
of Management and Budget (OMB) on the status of the bureaus’ Y2K
efforts. Collectively, we believe the conditions we have identified in
this report demonstrate the need for increased oversight by the
Department. Given the very limited time left before the year 2000, the
‘Department needs to identify what risks remain with system
renovation efforts as identified in this report, provide assistance as
necessary to reduce those risks, and ensure adequate contingency plans
are in place to continue essential operations in the event of unforeseen
internal and external failures.

Accordingly, we are recommending in this report that the Department:
(1) follow up on the identified issues with bureau Y2K status
reporting, testing procedures, and project management; (2) ensure all
TCS equipment is Y2K compliant; (3) obtain and validate information
on the status of bureau contingency planning efforts and, as necessary,
provide assistance to ensure essential services will continue in the
event of Y2K-induced failures; and (4) ensure sufficient tests are made
of EXCC operations before Day One, including tests of the EICC
backup facility.

- In a written response to our draft report, the Assistant Secretary for
‘Management and Chief Financial Officer disagreed with our

m
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characterization of the Department's oversight exercised during the
Y2K conversion process and stated that the Department has been very
actively engaged in the Y2K program efforts by the bureaus for over 3
years. Management also did not concur with our recommendations to
follow up on identified issues related to: (1) bureau Y2K status
reporting, testing procedures, and project management; and (2) the
TCS. With regard to the TCS, management stated that all critical,
date/time sensitive equipment was adequately tested and is Y2K
compliant. Management concurred with our recommendations related
to bureau contingency planning efforts and EICC operations. Based
on our review of the bases cited for the non-concurred
recommendations and our audit work, we believe our findings and
conclusions are valid and the recommendations appropriate.
Management's comments to the non-concurred recommendations are
summarized in the body of this report and the complete text of the
response is included as Appendix 2.

Objective, Scope, and Methodology

We initiated this review to more closely evaluate selected aspects of
the Department’s oversight of bureau Y2K conversion efforts. Our
specific objectives were to evaluate the accuracy of bureau reporting to
the Department and by the Department to OMB on the status of

(1) system certification for Y2K compliance and (2) business
continuity and contingency planning and testing of contingency plans.
We also evaluated the Department’s Day One strategy to collect,
analyze, and summarize information on the status of core business
processes and mission-critical systems during the century rollover
period and other dates associated with the Y2K problem. Using a risk-
based approach, we focused our review on those bureaus and Treasury
offices whose mission-critical systems have the greatest impact to the
public and Treasury operations. These bureaus and offices were:
United States Customs Service (Customs); Bureau of Alcohol,
Tobacco and Firearms (ATF); Financial Management Service (FMS);
Bureau of Public Debt (BPD); Bureau of Engraving and Printing
(BEP); the United States Mint (Mint); and Corporate Systems
Management (CSM).

We coordinated our work at Customs and FMS with the U.S. General
“.Accounting Office (GAO). At the time we began our work at
Customs, GAO was evaluating Customs’ role as the lead Federal

m

OIG-00-025 Year 2000 Systems Compliance Testing and Page 3
Contingency Planning for Business Continuity at
the Department of the Treasury



m
agency for assuring the Y2K readiness of the Cross-border Inspection
Services program, one of 43 Federal programs designated has high
impact by OMB. We discussed our objectives with the GAO auditors
and concluded that the scope of their work with respect to contingency
planning was essentially similar to ours. Also, GAO had reported in
March 1999 that Customs had established effective Y2K program
controls. Although important Y2K work remained to be accomplished
by Customs at the time, including validation of contingency plans, the
GAQ report stated that Customs had plans in place for completing key
tasks, and the management controls to ensure that they were
accomplished.” Accordingly, we did not make any further inquiries
during this review with respect to Customs’ Y2K contingency
planning efforts. At FMS, GAO was reviewing FMS’ management
controls over Y2K systems compliance testing. Accordingly, our
inquiries with respect to compliance testing were limited to the
information provided by FMS in its monthly status reports to the
Department.

To accomplish our objectives, we interviewed: (1) the Department’s
Year 2000 Program Manager and key staff of the Office of the Deputy
Assistant Secretary for Information Systems and Chief Information
Officer; and (2) as appropriate, bureau Y2K project management staff
and contractor personnel. We also reviewed: (1) prior GAO and
Office of Inspector General (OIG) reports related to Y2K conversion
at Treasury bureaus; (2) the May 21 and August 23, 1999, quarterly
status reports submitted by the Department to OMB; (3) monthly
status reports submitted by the bureaus to the Department through the
month of September 1999; (4) selective documentation of the above
bureaus supporting the status reporting of systems testing and
contingency planning efforts; and (5) available policies, procedures,
and training materials for the Department’s Day One strategy.
Additionally, we observed an EICC table top training exercise in
August 1999 and a test of EICC operations conducted in October
1999. In determining the adequacy and reasonableness of
documentation we reviewed, we considered Y2K testing, contingency

2 Year 2000 Computing Crisis: Customs Has Established Effective Year 2000 Program Controls
{GAQ/AIMD-99-37; issued March 29, 1999).
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Audit Results

planning, and Day One planning guidance issued by GAO.> OMB and
the Department have generally adopted this guidance as policy for
agency Y 2K project management. '

We started our fieldwork in May 1999. Because of the need to provide
our audit results and recommendations to the Department in order for
it to take corrective action within the limited time remaining before
January 1, 2000, we ended our fieldwork on November 8, 1999, and
provided our initial draft of this report to the Department's Year 2000
Program Manager on November 12, 1999. In some instances, we did
not obtain and analyze all supporting documentation to corroborate
verbal and written information on the status of testing and contingency
planning efforts by this date. As a general observation, efforts to
complete system renovations and develop, test, and validate
contingency and Day One plans were on-going during our review and,
in some instances, are scheduled for completion through December
1999. However, we believe the work that we performed supports the
conclusions and recommendations included in this report.

'The objective of our evaluation was not to determine whether any
given Treasury system is Y2K compliant or that a system will work
into the next millennium. Accordingly, we do not provide such
assurance.

We conducted our audit in accordance with Government Auditing
Standards issued by the Comptroller General of the United States, and
included such audit tests as were deemed necessary.

Additional Measures Are Needed To Ensure The Reliability Of
Information Used To Manage The Y2K Conversion

The information reported by each of the Treasury bureaus is intended
to report the current status of the conversion and certification of all
Treasury systems. However, the Department does not independently

? Year 2000 Computing Crisis: A Testing Guide (GAO/AIMD-10.1.21; issued in November 1998); Year 2000
Computing Crisis: Business Continuity and Contingency Planning (GAO/AIMD-10.1.19; issued in August
1998); and Y2K Computing Challenge: Day One Planning and Operations Guide (GAO/AIMD-10.1.22; issued

~ in October 1999).
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validate or verify information that it uses to monitor the conversion
effort and which is reported in periodic Y2K status reports to OMB.

As a result, the Department does not have assurance that Treasury’s

mission-critical systems were adequately tested and are actually
compliant and that its systems will function as intended in the next

century.

OMB requires Federal agencies to provide quarterly reports on their
progress in making systems Y2K compliant. OMB reporting guidance
also requires that department heads take steps “to assure independent
verification that systems are fixed and to assure that information
reported is accurate.” At Treasury, the bureaus are required to report
their progress monthly to the Department. The Department uses the
information reported by the bureaus to monitor each bureau’s Y2K
conversion effort and to compile the overall Treasury reports
submitted to OMB quarterly.

During our review, we noted that some verification efforts are being
performed by the various bureaus. These verification efforts are
reported monthly by the bureaus and consolidated in Treasury’s
quarterly progress report to OMB. For example, bureaus like the BEP,
ATF, and FMS have contracted with outside organizations to conduct
independent verification and validation IV&V). Similarly, other
bureaus have chosen to perform their own IV&V by bureau
component organizations that were not directly involved with system
renovation. These verification efforts, if performed as reported by the
bureaus, serve as the final confirmation that systems, which have been
renovated and tested for Y2K compliance, are actually compliant. It
would also provide an additional level of assurance that system
renovation is complete. However, during our review we found that
these IV&YV efforts reported in the bureaus’ monthly status reports
were not always accurate, consistent and complete. In addition, we
found some weaknesses in testing procedures and Y2K project
management at the bureaus.

* OMB Memorandum M-99-21, Revised Reporting Guidance on Year 2000 Efforts, dated August 6, 1999,
L ]
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Inaccurate and Incomplete Year 2000 Reporting by Treasury
Bureaus

During our review, we found that significant information pertaining to
the Y2K conversion effort was not included in monthly status reports
and was sometimes misleading and/or inaccurate for the bureaus
reviewed. We found instances where mission-critical systems were
omitted from reporting and that IV&V testing processes were not
always as thorough as reported. Also, bureau reports contained
inconsistencies or Y2K status was not reported formally but verbally
instead. These conditions are described below:

ATE. ATF did not report the conversion efforts of all mission-
critical systems in its monthly status reports. ATF’s Y2K
conversion plan incorporates their planned effort to also migrate
ATF mainframe legacy systems to a client-server environment.
Therefore, as ATF renovates mainframe systems to client-server
versions, Y2K changes are made simultaneously. For most of
ATF’s mission-critical systems, the status of the client-server
versions was reported in the Y2K status reports. However, ATF
reported the status of the ma%nﬁme versions for two of its
mission-critical systems instead of the client-server versions.
These two systems are the Financial Management Information
System (FMIS) and the Simplified Time and Attendance Tracking
Systemn (STATS).

The replacement systems for the FMIS and STATS systems were
originally due for implementation by October 1, 1999. However,
ATF is now targeting December 1999 for implementation of the
FMIS and STATS replacement systems. ATF performs IV&V of
systems after systems are implemented. This differs from the
recommended five phase approach outlined in GAQ’s Year 2000
Conversion Model where it is recommended that IV&V be
performed before a system is implemented. While ATF’s
approach allows the end-user earlier usage of the system, it poses
additional risk for the FMIS and STATS replacement systems.
ATF's IV&V contractor stated that the FMIS replacement system
is heavily date dependent containing approximately two thousand
date fields and estimated that it would take 2 months to complete
IV&V. If ATF meets its estimated implementation date of
December 1999 for the replacement FMIS and STATS systems,

L T
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IV&V testing will not be completed before January 1, 2000. The
Department may not be aware of the increased risk in system
malfunctions in the year 2000 of the FMIS and STATS

replacement systems because this information is not reported in
ATF’s Y2K status reports.

In another instance, detail pertaining to an ATF mission-critical
system was not included in the bureau’s status reports because the
system, N-Force, was categorized as non-mission-critical when the
system owilers believe that the system is mission-critical. The
N-Force system is being developed to incorporate three existing
ATF mission-critical systems in a phased approach. The
conversion and testing of the three N-Force component systems:
Form for Criminal Investigation system (Form 3100), Form for
Property Inventory/Forfeiture Property Appraisal Report (Form
3400), and the Criminal Enforcement Management Information
System, are reported in the ATF status reports in their separate,
stand alone state. Detail pertaining to the development and testing
of N-Force is not included in the monthly status reports. Although
N-Force is currently in production and was certified by the IV&V
contractor as “Year 2000 Ready” we believe ATF should re-
categorize N-Force as a mission-critical system in order for the
Department to be aware of the system’s detailed development
status and ensure the system receives priority in the event failures
occur in the next century.

- BEP. At BEP, a contractor was retained to perform IV&V work
on the bureau’s mission-critical computer systems. The contractor
was unable to perform what it considered to be IV&V, and stated
in its March 1999 report: “IV&V testing is not possible.” As part
of the IV&V process, the contractor requested pre-renovated
system code in order to analyze the renovation process. The
bureau was unable to provide the contractor with the pre-renovated
code as well as documentation describing the changes that were
made to the systems. BEP’s monthly status report to the
Department was incomplete because it failed to notify the reader of
the contractor’s statement that IV&V was not possible. The
contractor did perform elements of an IV&V, including a code
review. However, a code review falls short of certifying the
renovation process. '

b~~~ — .
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+ Mint. The Y2K status reporting at the Mint was incomplete and
inaccurate. As discussed in previous OIG reports, the Mint
reported in its April 8, 1999, status report to the Department that
all mission-critical systems and external interfaces had been
successfully tested and implemented into the production
environment.” However, systems were only tested to determine
whether they could process data properly and did not include
specific tests for Y2K compliance. The May 7, 1999, status report
mentioned matters of concern such as the IV&V Test Suite, which
is the facility used to simulate date conditions for any of the critical
dates associated with the millennium rollover, not being
operational. The report did not provide other necessary detail
including that the Mint had fallen behind in meeting its testing
milestones; details on how many systems needed to be tested; and
the exact date the Mint expected to start testing. However,
according to a July 8, 1999, monthly status report, new milestone
dates were introduced. This included both start and finish dates for
IV&YV testing.

» PMS. The FMS status report for the month of September 1999
contained inconsistent information. The total number (16) of
mission-critical non-IT systems subject to Y2K conversion did not
reconcile with the number reported (23) in the Year 2000 Data
Element Status Assessment table. Also, in the narrative section of
the report for non-IT systems, the status information did not
reconcile with the numbers identified in the Non-IT Year 2000
Data Element Status Assessment table. In addition, FMS cited that
at the end of October 1999, the Claims and Courtesy Disbursement
systems were scheduled for implementation at two remaining
financial centers. However, an Independent Validation and
Verification Process Status report dated November 2, 1999,
showed that the systems were still being prepared for
implementation.

+ TCS. The information in an October 19, 1999, memorandum from
the Department to OMB concerning the status of the TCS was not
accurate. TCS is a mission-critical, general support automated

5 Year 2000 Compliance Testing and Contingency Planning for Business Continuity at the United States Mint (O1G-99-110; issued
August 24, 1999) and Monitoring of the United States Mint’s Year 2000 Systems Compliance Testing and Contingency Planning for
Business Continuity (O1G-99-114); issued August 24, 1999).
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information system that is to provide cost effective
communications between more than 6,500 Treasury, Government,
and commercial locations in the United States, its Territories, and
internationally. The TCS provides communications services and a
full range of network and information technology products and
services to meet the mission needs of Treasury, its bureaus, and its
offices. In their memorandum to OMB, Treasury stated that, for
the TCS:

“...Installation of Year 2000 compliant equipment...will be
completed by November 1999... Approximately 95% of the .
scheduled remediations have been completed.”

However, on October 20, 1999, the OIG reviewed an internal TCS
schedule that showed specific Treasury users, such as for the
Executive Office for Asset Forfeiture, where the TCS equipment
was not projected to be Y2K compliant on January 1, 2000,
Additionally, the inventory of scheduled remediations includes
only those that have been approved by the bureaus. Remediations
not performed due to the existence of a waiver or lack of bureau
approval are not included in the calculation of remediations
completed.

The bureaus and other TCS users also need detailed information
about the Y2K status of the TCS equipment. The Y2K status of
TCS equipment at each location is necessary for the TCS users to
decide whether to rely on the TCS after the year 2000 date change.
However, detailed TCS Y2K information is not being provided in
a usable form. The TCS users are being supplied with inventory
reports that are often too voluminous to be useful. Additionally,
TCS users have reported difficulties in accessing a TCS web site
with the Y2K status of TCS equipment. Without timely access to
this information, the TCS users may not be aware of the location of
the 20 percent of the TCS inventory that CSM has listed as not
Y2K compliant.

Weaknesses in Testing Procedures and Year 2000 Project
Management

- We identified weaknesses in Y2K testing procedures and project
management at the bureaus reviewed. These weaknesses include
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