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 Acting Inspector General 
 
SUBJECT: Final Audit Report - Criminal Investigation’s Use of Confidential 

Funds for Undercover Operations Is Appropriate; However, 
Certain Aspects of Undercover Operations Need Improvement  
(Audit # 200110029) 

  
 
This report presents the results of our review to evaluate the appropriateness of 
confidential expenditures relating to selected Criminal Investigation (CI) undercover 
operations. 

In summary, we found that CI’s use of the approximately $4 million in confidential 
expenditures in the 12 undercover operations we reviewed was appropriate.  However, 
we identified numerous instances where the identities of undercover agents, confidential 
informants, or undercover entities were in jeopardy of being breached.  CI management 
also needs to focus more attention on some categories of expenses because these 
expenses were unauthorized, unsupported, or unrelated to ongoing investigations.  
Additionally, we determined that CI management did not always effectively perform the 
necessary checks to ensure that informants were in compliance with federal tax laws 
and did not always properly document payments to informants. 

We recommended CI management ensure that potential security breaches of 
undercover identities are minimized, provide closer scrutiny of certain higher-risk 
expenses, reemphasize existing procedures over payments to confidential informants, 
and emphasize adherence to administrative reviews and record keeping.   

Management’s Response:  CI management agreed with our findings and 
recommendations.  Specifically, CI agreed that the safety and security of undercover 
operations must be protected at the highest standard.  In addition, CI agreed that 
























