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Kol OSsctiot,

FROM: Pamela J. Gardiner
Acting Inspector General

SUBJECT: Final Audit Report - Criminal Investigation’s Use of Confidential
Funds for Undercover Operations Is Appropriate; However,
Certain Aspects of Undercover Operations Need Improvement
(Audit # 200110029)

This report presents the results of our review to evaluate the appropriateness of
confidential expenditures relating to selected Criminal Investigation (CI) undercover
operations.

In summary, we found that CI's use of the approximately $4 million in confidential
expenditures in the 12 undercover operations we reviewed was appropriate. However,
we identified numerous instances where the identities of undercover agents, confidential
informants, or undercover entities were in jeopardy of being breached. Cl management
also needs to focus more attention on some categories of expenses because these
expenses were unauthorized, unsupported, or unrelated to ongoing investigations.
Additionally, we determined that Cl management did not always effectively perform the
necessary checks to ensure that informants were in compliance with federal tax laws
and did not always properly document payments to informants.

We recommended CI management ensure that potential security breaches of
undercover identities are minimized, provide closer scrutiny of certain higher-risk
expenses, reemphasize existing procedures over payments to confidential informants,
and emphasize adherence to administrative reviews and record keeping.

Management’s Response: Cl management agreed with our findings and
recommendations. Specifically, Cl agreed that the safety and security of undercover
operations must be protected at the highest standard. In addition, Cl agreed that
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Appendix IV

Qutcome Measures

This appendix presents detailed information on the measurable impact that our recommended
corrective actions will have on tax administration. These benefits will be incorporated into our
Semiannual Report to the Congress.

Type and Value of Outcome Measure:

e Increased Revenue — Potential; $38,712 individual income tax (see page 11).
Methodology Used to Measure the Reported Benefit:
d

For all taxpa

dard deduction, with one

exemption.
(b)(3):26 U.S.C. TaXpélyer Year Adjusted Taxable Tax Tax As Tax Effect
6103 Gross Income Reported
Income
Non-Filers

(b)(3):26 U.S.C. 8103

Total $ 6,161
Proper Returns

(b)(3):26 U.S.C. 6103

(b)(3):26 U.S.C.

6103

(b)(3):26 U.S.C. 6103

(b)(3):26 U.S.C. 6103

(b)(3):26 U.S.C. 6103

(b)(3):26 U.S.C. 6103

Total -$ 32551
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Criminal Investigation

(b)(3):26 U.S.C. 6103

Management’s Response to the Draft Report

DEPARTMENT OF THE TREASURY
INTERNAL REVENUE SERVICE
WASHINGTON, D.C. 20224

RECEIVED
SEP 17 2002

SEP 17 2002
MEMORANDUM FO L FOR AUDIT
FROM: .
Acting Chief, Criminal Ci
SUBJECT: Response To Draft Audit Report-——Criminal investigation's Use

of Confidential Funds for Undercover Operations is Appropnate;
However, Certain Aspects of Undercover Operations Need
Improvement

(Audit # 200110029) ECMS IR No. 0209-5DXM9RYC

| reviewed your draft audit report on Criminal Investigation's (Cl) undercover program.
Your report summarizes the audit results of twelve (12) of CI’'s Group | undercover
operations. It also summarizes the audit results of payments to eleven (11)
confidential informants associated with the undercover operations selected for review.
Undercover operations are critical to the success of Cl’s mission. We take your
findings and recommendations seriously and will use them to improve our undercover
program.,

| agree we must protect the safety and security of all undercover operations at the
highest standard. | also agree that expenditures related to undercover operations
require close scrutiny, that we must consistently perform informant tax compliance
checks, and that we must conduct administrative reviews of undercover operations in
a timely manner. In our continuing effort to improve the undercover program, Cl
implemented many policy changes and increased its oversight of undercover
operations. Some of these changes relate to issues raised in your audit, which we
had initiated prior to your report. In addition, this response discusses additional
changes that we plan to make to address the remainder of your concemns.

Lax Execution Could Have Jeopardized the Identity of Undercover Operations

| agree that the incidents listed in your audit report identify potential breaches of

security. However, these instances do not indicate a systemic problem. In fact, our

internal review process identified a number of these security issues prior to your audit.
nt where a |

Appendix V
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(b)(3):26 U.S.C. 6103

(b)2),(bYT)E)

(b)(2),(bX7)E)

(b)(2).(o)7)E)

To further enhance security awareness, we will incorporate the issues raised in your
report in the Continuing Professional Education conference for undercover agents,
scheduled for the week of October 28, 2002. In addition, the Special Investigative
Technigques (SIT) Section will continue to conduct operational reviews to identify and
correct any potential security breaches.

| must clarify the information in your report about the kidnapping of an undercover
agent and the loss of recoverable funds. Specifically, the report implies that the
undercover agent's disclosure of “covert identifying information” caused the
kidnapping. In fact, the undercover agent never disclosed his or her covert identity
Instead, the kidnapping occurred because the kidnappers, who were unrelated to the
undercover operation, believed the undercover agent was wealthy, and therefore a
desirable target for kidnapping and ransom. After this incident, Cl enhanced the
training course for contact/cover agents. This training, which we implemented in
February 2001, reemphasizes the risks involved in this activity and provides advice on
the prevention of similar incidents in ]

The confidential informant that absconded with the $80,000 in recoverable funds
established a history of reliable work with Cl. The confidential informant acted
voluntarily and his conduct was not related to any close relationship with the special
agent or any compromise of covert identity.

Page 24



Criminal Investigation’s Use of Confidential Funds for Undercover Operations Is

Appropriate; However, Certain Aspects of Undercover Operations Need Improvement

(b)(2),()(7XE) -

(b)(2),(bX7XE)

Certain Categories of Expenses Require Closer Scrutiny

Criminal Investigation agrees that agents
nd documentation for all undercover operations
g nual Professiona
Education conference scheduled for the week of October 28, 2002. In addition, we
outlined the guidelines governing the documentation necessary to obtain, review and
approve confidential expenditures in the Special Investigative Techniques Reference

Guide we issued in June 2002. The SIT Section will continue to conduct operational
reviews to identify and address any potential expenditure issues.

With regard to Recommendation four of your report, on April 11, 2002, we established
new standardized thresholds for capital equipment and distributed these guidelines to
the field offices. We will provide additional guidance to undercover agents, cover
agents and management officials to ensure compliance with these new procedures.

Controls Over Payments to Confidentlal Informants Can Be Strengthened

| agree we must strengthen Cl's controls over payments to confidential informants.
Criminal Investigation already initiated new procedures to improve control over
establishing confidential informants and recording payments to informants. We
established a new centralized national database for all Cl confidential informants in
Headquarters. In addition, we updated manuals, revised forms, and implemented the
new procedures. These policy changes enhanced Cl’s control of payments to
confidential informants as suggested in Recommendations five and six of your report.
While we agree that prior implementation of these procedures may have had a
measurable benefit on tax administration, we believe that, barring an audit of the tax
returns, the variables involved make it impossible to quantify the amount of revenue
that may have resulted (Appendix V).

Undercover Operations Can Be Strengthened Administratively

| agree we should conduct operational reviews and financial reviews on a timely basis.
The Director, Special Investigative Techniques Section already issued a
communication to the Headquarters Analysts and Undercover Program Managers to
ensurs timely operational reviews and appropriate documentation in those instances
where no review is warranted.

Our comments on the specific recommendations in this report are as follows:
IDENTITY OF RECOMMENDATION #1

Criminal Investigation management should increase awareness about security issues
and potential identity breaches to its agents assigned in undercover capacities.

ASSESSMENT OF CAUSE(S)
Woe found no systemic cause.
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CORRECTIVE ACTION(S)

Criminal Investigation wili continue to conduct training and em i issues
and potential identity breaches

(bX(2),(b)(7XE)

addition, the Special Investigative Techniques Section

(B)2).(b)TXE)

IMPLEMENTATION DATE
January 1, 2003

RESPONSIBLE OFFICIAL(S)
Director, SIT (b)(2),(bX7)E)

CORRECTIVE ACTION(S) MONITORING PLAN
S ial | igati i i operational reviews tof

IDENTITY OF RECOMMENDATION #2

Criminal Investigation management should develop a methodology for determining
when IRS employees access tax identifying numbers that are associated with
undercover identitioes and entities. The ability to identify when accesses occur would
provide a means for alerting Cl to the possibility of IRS employees compromising an
undercover operation.

(b)(2),(bX7)E)

ASSESSMENT OF CAUSE(S)
Criminal Investigation does not have the appropriate authorizations to access and
review IDRS accounts for undercover agents and entities.

CORRECTIVE ACTION(S)
Criminal Investigation will continue to seek authorization from the responsible IRS
function to monitor undercover IDRS accounts.

IMPLEMENTATION DATE
January 1, 2004

RESPONSIBLE OFFICIAL(S)
Director, Operations Policy and Support
Director, SIT

CORRECTIVE ACTION(S) MONITORING PLAN
Not Applicable.
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IDENTITY OF RECOMMENDATION #3

Criminal Investigation management should provide more emphasis on reviewing
certain categories of expenses to determine appropriateness. In particular, expenses
should be reviewed for proper authorization and documentation, and to ensure they
were incurred for the advancement of the undercover operation.

ASSESSMENT OF CAUSE(S)

Criminal Investigation management at the field office level may not be fully aware of
their responsibilities when reviewing and approving confidential expenditures
associated with undercover operations.

CORRECTIVE ACTION(S)
Criminal Investigation already provided additional guidance to management officials
on the review and approval of confidential expenditures associated with undercover
operations. We have outlined the guidelines governing the documentation necessary
to obtain, review and approve confidential expenditures in the Special Investigative
Techniques Reference Guide issued in June 2002 and posted on the Special
Investigative Techniques web-site. In addition, the reference guide will be
disseminated to all Special Agents in Charge (SAC) and Assistant Special
Charge (ASAC) at the annual SAC/ASAC conference scheduled for O
Criminal Investigation will al ti 1

&

Agents in
er 200

(b)(2).(b)(7XEY (b)(2),(b}7)E)

IMPLEMENTATION DATE
January 1, 2003

RESPONSIBLE OFFICIAL(S)
Director, SIT

CORRECTIVE ACTION(S) MONITORING PLAN
Special Investigative Techniques will use operational reviews to monitor expenses for
proper authorization and documentation. ‘(b)(2),(b)(7)(E)

(b)(2),(b)7XE)

g d also consider providing additional guidance to ensure that capital
equipment dollar thresholds are established and consistently applied.

ASSESSMENT OF CAUSE(S) .

The lack of a standardized definition and/or dollar amount limit caused confusion over
what capital equipment purchases managers should include on capital assets
inventories maintained by the field offices.
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CORRECTIVE ACTION(S)

We established Criminal Investigation Property Management Procedures and
disseminated them on April 11, 2002. All equipment purchases associated with
undercover operations must comply with these procedures. Special Investigative
Techniques will reemphasize the procedures at the annual SAC/ASAC conference
scheduled for October 2002.

IMPLEMENTATION DATE
January 1, 2003

RESPONSIBLE OFFICIAL(S)
Director, SIT

CORRECTIVE ACTION(S) MONITORING PLAN
Not Applicable.

IDENTITY OF RECOMMENDATION #5

Criminal Investigation management should reemphasize existing procedures for
ensuring tax compliance of confidential informants who receive payments from CI for
information, and aggressively pursue instances of non-compliance. Management
should consider accelerating the requirement for checking compliance from December
to August to more closely coincide with filing due dates, thus providing a means for
limiting the amount of payments to non-compliant informants.

ASSESSMENT OF CAUSE(S)
The decentralized nature of informant records may have caused confusion about the
proper documentation of payments to informants and related tax compliance checks.

CORRECTIVE ACTION(S)

Criminal Investigation implemented new guidelines for establishing informants and
controlling informant payments. With these guidelines, we established a new
centralized national informant database at Headquarters. In addition, we updated
manuals and revised forms to accelerate the requirement for checking compliance
from December to August. We will also update manuals to ensure that we review ar
informant's entire filing picture in any year in which he or she receives a payment.

IMPLEMENTATION DATE
October 1, 2003

RESPONSIBLE OFFICIAL(S)
Director, SIT

CORRECTIVE ACTION(S) MONITORING PLAN

Special Investigative Techniques will use the national informant database and
operational reviews to monitor non-compliant confidential informants.
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IDENTITY OF RECOMMENDATION #6

Criminatl Investigation management should reemphasize existing procedures
regarding payments to confidential informants, including the requirement for two
sighatures.

ASSESSMENT OF CAUSE(S)
The decentralized nature of informant records may have caused confusion about the
proper documentation of payments to informants and related tax compliance checks.

CORRECTIVE ACTION(S)

Criminal Investigation recently implemented new guidelines on informant procedures
and controlling informant payments. We outlined thess procedures in the Special
Investigative Technigues Reference Guide issued in June 2002 and posted on the
Special Investigative Techniques web-site. In addition, we will distribute the reference
guide to all Special Agents In Charge (SAC) and Assistant Special Agents in Charge
(ASAC) at the annual SAC/ASAC conference scheduled for October of 2002,
Criminal Investigation will also continue to utilize operational reviews to monitor
informant records including payment procedures.

IMPLEMENTATION DATE
January 1, 2003

RESPONSIBLE OFFICIAL(S)
Director, SIT

CORRECTIVE ACTION(S) MONITORING PLAN
Special Investigative Techniques will use the national informant database and
operational reviews to monitor the proper documentation of payments to _informants

IDENTITY OF RECOMMENDATION #7

Criminal Investigation management should reemphasize the procedures to ensure that
operational and financial reviews are performed timely, and prescribe the level of
detail to be recorded in storefront logs to enhance the usefulness of this document as
a monitoring and evaluative tool.

(LYR).(BXTYIE)

e believe a misunderstanding of the
~purpose of storefront logs, and the specific information need, may have led to
inconsistencies of the information maintained.

(B)(2),(b)THEY

CORRECTIVE ACTION(S)
The Director, SIT Section recently im

requirement erform. rati
operations.

plemented new procedures emphasizing the

(b)2),(bYTXEY

(b)2).(B)(7NE)
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. plementing changes to the Intemal Revenue Manual
(b)2).(bX7)E) and Law Enforcement Manual to standardize storefront logs and storefront oversight.

IMPLEMENTATION DATE
October 1, 2003

RESPONSIBLE OFFICIAL(S) .
Director, SIT (b)(2),(b)(7XE)

CORRECTIVE ACTION(S) MONITORING PLAN
Spacial Investigative Techni will use

{b)(2),(b)7XE)
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