Strategic Objective 3.1: Foster development, acquisition and deployment
of cutting-edge advances in science and technology.

Strategies:

* Restructure the internal information technology
and science and technology governance process to
prioritize the acquisition of new technologies and
identify cost-efficient integration of technologies
throughout the Secret Service.

* Enhance collaboration with industry and academic
partners to research and identify advances in
science and technology, and develop them for
Secret Service use.

* Create integrated information systems to
streamline administrative processes and quickly
transfer data between the field and headquarters.

* Continue to enhance countermeasure capabilities
and systems by developing protective technologies
to address evolving threats.

* Continue to develop and adhere to an enterprise
architecture to ensure information technology
assets are devoted to mission critical priorities.
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* Continue to acquire and deploy robust, integrated
and secure communications systems that enable
field personnel to seamlessly share investigative
and protective information in real-time.

* Deliver cross-functional solutions that promote
the collection, analysis, collaboration and
dissemination of investigative information
pertaining to identity theft; financial, electronic
and computer fraud; access device
fraud; bank fraud and telecommunication fraud.

* Upgrade the information technology and
communications infrastructure and enterprise
application systems to improve system reliability
and availability, and to enhance information
security in a digital environment.

Desired Outcome 3.1: Reliable, robust
technologies and systems sustaining and propelling
operational and administrative initiatives and
requirements.



Strategic Objective 3.2: Strengthen the agency’s ability to recruit, develop
and retain a highly-specialized and dedicated workforce to fulfill mission-

critical requirements.

Strategies:
* Continue the application of innovative workforce
planning techniques to ensure future hiring and
training needs are met.

* Maintain diversity across the special agent,
uniformed, and administrative, professional and
technical job categories.

* Ensure career tracks address the Secret Service’s
evolving operational needs and promote career
development for all Secret Service occupational
categories.

* Recognize and commend personnel who exceed
individual and program performance goals.

* Implement a performance-based employee
evaluation program, communicating to all
employees the standards their supervisors will use
to evaluate their performance.

* Research and implement incentive options to
remain competitive in attracting, hiring and
retaining the best and brightest applicants.
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* Increase partnerships with academia to expand
the array of collegiate academic programs
emphasizing the knowledge, skills and abilities
needed to carry out the protective and
investigative mission.

* Infuse private industry best practices and cutting-
edge technology into training and instructional
programs to make training more effective.

* Continue to develop special agents’ investigative
knowledge and skills through highly specialized
cyber training such as the Electronic Crimes
Special Agent Program.

* Expand the training capacity of the
James J. Rowley Training Center to provide an
academic environment promoting critical thinking
and innovation in all instructional areas required
to sustain the investigative and protective mission.

* Improve the organization’s staffing plan for
overseas assignments to ensure seamless personnel
transitions, and minimize operational impact of
reassignments of overseas personnel.

* Ensure employee safety and continuity of
operations in the event of a crisis.

* Monitor quality of life indicators and adjust
resource deployment as needed to maintain
employees’ quality of life.

Desired Outcome 3.2: A superior workforce
supported by a progressive human capital structure
enabling employees to achieve the investigative and
protective mission.



Strategic Objective 3.3: Implement innovative techniques and business
strategies to assess and improve organizational practices, policies and

procedures for increased effectiveness.

Strategies:

* Enhance and expand the formal program
evaluation process to assess organizational
effectiveness and efficiency, identify areas for
improvement and streamline cross-functional
processes.

* Develop and strengthen formal governance
processes to ensure effective and efficient
communication and management of cross-
functional tasks and programs.

* Assess operational performance measures
regularly to ensure they accurately gauge program
effectiveness, and revise measures accordingly.

* Ensure existing policies and procedures drive
programs and employees to effectively achieve the
Secret Service's mission.

* Facilitate the sharing of innovative ideas from
within the organization.

* Identify and mitigate factors that impede
achievement of performance goals.

Desired Outcome 3.3: A fully-integrated
organization with well-defined policies and
procedures which contribute to the overall success
of the mission.




Strategic Objective 3.4: Uphold the Secret Service’s reputation of personal
integrity and professional responsibility.

Strategies:
* Remain proactive in supporting and responding
to the needs of all partners.

* Promote and support diversity awareness
throughout the Secret Service.

* Continue to extend respect and courtesy in all
interactions with the public.

* Continue to uphold and respect civil rights and
liberties, laws and regulations.

Desired Outcome 3.4: Continued international

recognition as a leader in the law enforcement
community.
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Strategic Objective 3.5: Enhance stewardship of resources and
management best practices to ensure long-term fiscal viability.

Strategies:
¢ Continue to foster consideration of return on
investment and fiscal responsibility when making
resource investment and allocation decisions.

* Re-examine and refine procurement processes to
achieve additional cost efficiencies.

* Create a comprehensive portfolio of technology
and capital investment projects to maintain
program oversight and guarantee the proper
deployment of Secret Service resources.

Desired Outcome 3.5: Sufficient resources
available to fulfill mission demands.
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Strategic Objective 3.6:
Foster an environment of open communication within the Secret Service
and with key partners.

Strategies:
* Promote internal dialogue that transcends rank
and title within the Secret Service.

+ Continue to ensure program managers
effectively communicate performance measures
and goals to program staff who are responsible
for achieving them.

* Expand the agency’s public website to inform
the public and stakeholders how the Secret
Service contributes to keeping the nation — and
each other — safe from harm every day through
constant vigilance, preparedness and
dedication to its mission.

* Continue to develop and maintain robust
dialogue with DHS, the Homeland Security
Council, the National Security Council and
other federal entities to promote an increased
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understanding of the Secret Service’s
mission, operational needs, personnel and
contribution to the security of the United States.

* Continue to collaborate and share information
with DHS and its entities to support
accomplishment of the Department’s goals.

* Maintain consistent collaboration with
congressional stakeholders, including members
and staff of oversight committees, to develop
greater understanding of the Secret Service
investigative and protective mission
requirements.

Desired Outcome 3.6: An expansive and trusted
communication network with interactive
dialogue as its hallmark.



Appendix A

Strategic Management and
Performance Accountability

Strategic Management Process:

The five-year Strategic Plan is developed and refined
through a Secret Service-wide strategic management
process. Executive leaders continuously define, implement
and evaluate strategic goals and objectives, and identify
management areas requiring improvements in efficiency
and effectiveness. Throughout this process, leaders
develop a common understanding of future challenges and
opportunities, and strategically align resources to meet
them.

To develop the Secret Service Strategic Plan FY 2008 - FY 2013, the
Director and executive staff:

* Solicited input and suggestions from Secret
Service employees and managers via focus
groups and surveys.

* Asked external stakeholders to identify critical
issues and opportunities for consideration in
mapping out the Secret Service's future course of
action.

* Selected key employees to participate in scenario-
based planning sessions to identify strategies for
several possible future environments.

The Director and executive staff considered the information
gathered from these focus groups, surveys and planning
sessions to develop the future direction for the Secret
Service. Secret Service staff drafted the initial Strategic Plan,
which was vetted throughout the agency. After carefully
considering these comments, the Director and executive
staff agreed on the final version of the Secret Service Strategic
Plan FY 2008 - FY 2013. The Director forwarded copies

of the plan to the Department of Homeland Security, the
Office of Management and Budget and the Congress.

Based on the strategic management process described
above, Secret Service personnel make minor adjustments to
the Strategic Plan each year and complete a comprehensive
review and update of the entire Strategic Plan every three
years.
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Performance Accountability Processes:

Strategic management and performance accountability

are inextricably linked. The Secret Service’s performance
and accountability processes consist of two critical and
interrelated components: performance measurement and
program evaluation. In addition to requiring a multi-year
strategic plan, the Government Performance and Results Act
of 1993 (GPRA) requires agencies to develop performance
plans. These plans include performance goals and measures
for major programs, and show the relationship between
strategic goals and performance goals, which the Secret
Service reports through DHS budget submissions and
performance reports. Table 1 illustrates this relationship for
the Secret Service and includes the performance measures
used to monitor progress toward goal achievement.



Table 1: Relationships Between Secret Service Strategic Goals,

Performance Goals and Performance Measures

Strategic Goals

Performance Goals linked to
Each Strategic Goal

Performance Measures
Linked to Performance

Investigations Strategic Goal

Protect the nation's financial
infrastructure by reducing
losses due to counterfeit
currency, financial and
electronic crimes and
identity theft.

Reduce loses to the public attributable to
counterfeit currency, other financial crimes
and identity theft crimes that are under the
jurisdiction of the Secret Service, which
threaten the integrity of our currency and
the reliability of financial payment systems
worldwide.

Reduce losses to the public attributable to
electronic crimes and crimes under the
jurisdiction of the Secret Service that
threaten the integrity and reliability of the
critical infrastructure of the country.

Goals

Percentage of counterfeit passed
per million dollars of genuine
U.S. currency.

Financial crimes loss prevented
through a criminal investigation
(in billions of dollars).

Financial crimes loss prevented
by the Secret Service Electronic
Crimes Task Forces (in millions of
dollars).

Protection Strategic Goal

Protect national leaders,
visiting heads of state and
government, designated sites
and NSSEs.

Protect national leaders, visiting heads of
state and government, and other
designated protectees.

Counter and reduce threats by individu-
als, groups, global terrorists and other
adversaries to our protectees and at
protected events.

Percentage of instances domestic
protectees arrive and depart safely.

Percentage of instances protectees
arrive and depart safely — foreign
dignitaries.

Number of protective intelligence
cases completed.

Percentage of NSSEs that were
successfully completed.

Percentage of time incident-free

protection is provided to persons
inside the White House complex
and Vice President's Residence at
the Naval Observatory.

Infrastructure Strategic Goal

Enhance the administrative,
professional and technical
infrastructure as well as
management systems and
processes that sustain the
investigative and protective
mission.

In lieu of performance goals, the Secret Service gauges its success in achiev-
ing the Infrastructure Strategic Goal through reporting and analysis of
efficiency indices and various internal measures of effectiveness.
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The effectiveness of the goals and measures against which the Secret Service assesses investigative and protective programs
is reflected in the Program Assessment Rating Tool (PART) process and scoring used by the Office of Management and
Budget (OMB). Within the past few years, OMB evaluated the Secret Service’s four major operational programs — Protective
Intelligence, Foreign Protectees and Foreign Missions, Domestic Protectees, and Financial and Infrastructure Investigations

— via the PART process. Each program received an Effective rating, the highest a program can achieve. According to OMB,
programs rated Effective generally set ambitious goals, achieve results, are well-managed and improve efficiency. Table 2
illustrates how these effective operational programs comprehensively address all Secret Service strategic goals.

Table 2: Relationship Between Secret Service Strategic Goals and
Major Operational Programs

Major Operational Programs Strategic Goals

Investigations Strategic Goal

Protect the nation's financial infrastructure by reducing
losses due to counterfeit currency, financial and
electronic crimes and identity theft.

Investigations Program

Domestic Protectees Program Protection Strategic Goal

. . . Protect national leaders, visiting heads of state and

Foreign Protectees and Foreign Missions Program ) .
government, designated sites and NSSEs.

Protective Intelligence Program

Domestic Protectees Program Infrastructure Strategic Goal

Enhance the administrative, professional and technical
infrastructure as well as management systems and
Protective Intelligence Program processes that sustain the investigative and protective
mission.

Foreign Protectees and Foreign Missions Program

Investigations Program
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In addition to the OMB PART evaluations described above, the Secret Service conducts a variety of internal evaluations and
studies to demonstrate accountability for efficient and effective program operations. Performance accountability processes
provide internal, unbiased assessments of performance based on predetermined measures. These processes equip senior
leadership with sound and equitable criteria for assessing the performance of programs and employees, and ensuring
accountability and transparency throughout the Secret Service culture, structure and operations.

Collectively, these efforts assist the Secret Service in maintaining its tradition of excellence in carrying out its investigative
and protective mission. Accordingly, the goals, objectives and strategies incorporated into the Secret Service Strategic Plan
FY 2008 - FY 2013 are based, in part, on the results and findings of evaluations and studies in these categories.

Evaluations and Studies

* Program evaluations and management studies
conducted by the Management and
Organization Division (MNO) of the Secret
Service — Analysts in MNO conduct evaluations
and management studies focusing on issues
identified as critical to effective and efficient
program operations. Evaluation types include:
resource needs analyses, process mapping, cost
analyses, staffing assessments, benchmarking

studies and organizational alignment evaluations.

* Internal reviews performed by the Office of
Inspection — All Secret Service offices undergo
reviews at least once every three years.
Inspections cover an examination of program
operations, adherence to established policies,
employee satisfaction and customer feedback.
The Office of Inspection performs cursory
management reviews as part of the inspection
process, identifying any material or systemic
weaknesses, patterns or trends in the Secret
Service management control system which
require more detailed analyses.

* Reviews of Office of Investigations Work Plans
for field locations — Annually, the Office of
Investigations develops a Work Plan for field
managers to assess trends and patterns in
investigations, caseloads, partnerships and
community outreach. The Work Plan solicits
information needed to assess the Secret Service's
success in meeting certain strategic objectives at
the individual field office level.

* Post-Event Critiques — After-action reviews of
the larger protective events provide the Secret
Service with an opportunity to critically analyze
its performance. These reviews reveal ways to
improve operational efficiency and effectiveness,
and identify potential modifications of
operational plans for future events.
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» Committees — The Secret Service frequently

forms groups and committees to analyze issues
of interest to Secret Service management. These
groups, composed of a diverse sampling of
employees, often make recommendations to alter
Secret Service policies and procedures to improve
operations.

* Performance Management Program

maintained by MNO — Analysts in MNO operate
an automated system which provides managers
with performance measurement information on
a recurring basis. Performance information
includes both investigative and protective
activities, covering workload trends, resource
utilization and indicators of program
effectiveness and efficiency. Information is
available at the employee, office, program and
organization levels. This information provides
the basis for ongoing performance assessments
of Secret Service program operations, and
program managers receive quarterly reports
noting current program achievements and
gauging the likelihood of meeting performance
targets for the fiscal year. Consolidated
performance data at the end of each fiscal year
are considered in managers’ performance
evaluations.



Appendix B

Stakeholders and Partners

In executing the Secret Service Strategic Plan FY 2008 - FY 2013, the Secret Service will consult with the following
stakeholders and partners:

* Agricultural Research Service * Select representatives of the
banking and credit card industry
* Bureau of Engraving and Printing
* Sergeant at Arms, United States

* Central Intelligence Agency House of Representatives
* Center for International Policy * Sergeant at Arms, United States Senate
* Executive Office of the United States * State law enforcement

Attorney

* U.S. Department of Defense
* Federal Bureau of Investigation
* U.S. Department of Education
* General Services Administration
* U.S. Department of Homeland Security
* Institutions of higher learning
* U.S. Department of Justice
* Johns Hopkins University
* U.S. Department of State
* Local law enforcement
* U.S. Department of the Treasury
* Metropolitan Police Department
* U.S. Capitol Police
* National Center for Missing and Exploited

Children * U.S. National Central Bureau of Interpol
* National Counterterrorism Center * U.S. Park Police
* National Finance Center * White House Military Office
* National Security Agency * White House Office of Administration

* National Security Council
* Office of Management and Budget
* Office of Personnel Management

¢ Office of the Vice President/Staff
Advance and Scheduling Office
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Appendix C

Cross Cutting Initiatives

The Secret Service coordinates and participates in inter-agency working groups to achieve common objectives. The
following represent the programs and committees in which the Secret Service currently participates. These programs and
working groups coordinate efforts and strengthen relationships between law enforcement, the intelligence community and
the financial services industry.

American Society for Industrial Security
Automated Counterterrorist Intelligence System
Computer Emergency Response Team

Critical Systems Protection Initiative
Distributed Network Attack

Explosive Prevention CAPSTONE Integrated
Product Team

Federal Bureau of Investigation Enhanced
Counterterrorism Branch

Federal Bureau of Investigation Key
Assets/Infrastructure and Special Events

Planning Unit

Federal Law Enforcement Training
Accreditation (FLETA) Board

Financial Crimes Enforcement Network

Government Accountability Office, Office of the

Comptroller General
High-Tech Crime Investigators Association

Improvised Explosive Devices and Chem/Bio
Detection Initiatives

Information Handling Advisory Group
Interagency Intelligence Committee on
Terrorism (IICT) Analytic Training

Subcommittee

IICT Chemical/Biological/Radiological
Subcommittee
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IICT Intelligence Requirements Subcommittee
IICT Warning and Forecast Meetings
IICT Technical Threat Counterterrorism

International Association of Law Enforcement
Intelligence Analysts

International Association of Financial Crimes
Investigators

International Association of Chiefs of Police,
Committee on Terrorism

International Organization on Computer
Evidence

International Security Managers Association

International Criminal Police Organization
(INTERPOL) Forensic Symposium

Joint Terrorism Task Forces

National Center for Missing and Exploited
Children

National Communications System
National Counter Terrorism Center
National Cyber Security Division

National Cybercrime Training Partnership
National Emergency Management Team

National HUMINT Collection Directive on
Terrorism



National Infrastructure Protection Center
Interagency Coordination Cell

National Institute of Standards in Technology

National Infrastructure Protection Center
Interagency Coordination Cell

National Institute of Standards in Technology

National Laboratories — Sandia, Los Alamos,
Lincoln

Network Security Information Exchange
Protective Detail Intelligence Network

Protective Security Advisor Program

Facilities Protection Committee, Security Policy

Board
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Science and Technology Intelligence Committee
Scientific Working Group on Digital Evidence

Technical Investigative Subgroup for the
Department of the Treasury

Technical Support Working Group on
Counterterrorism

Treasury Counterterrorism Group
Treasury High Tech Computer Working Group

United States Attorney General’s White Collar
Crime Council



Appendix D

Enabling Legislation

In April 1865, President Abraham Lincoln authorized the establishment of the Secret Service under the U.S. Department of
the Treasury for the purpose of suppressing counterfeiting, and on July 5, 1865, the Secret Service began official operation.

While Congress considered adding presidential protection to the mission of the Secret Service, it was not until after the
assassination of President McKinley in 1901 that the Secret Service was tasked with the full-time protection of the President
of the United States. Over the past century, the Secret Service’s mission has remained relatively the same, with minor
modifications to statutory language. Following is a summary of key statutes and directives.

Title 18 of the United States Code, Section 3056. Powers,
authorities and duties of United States Secret Service:

¢ Protect the President, Vice President,
President-elect, Vice President-elect, former
Presidents, their spouses and immediate families,
visiting heads of foreign states and governments,
major presidential and vice presidential
candidates, and other individuals as designated
by the President;

* Detect and arrest persons who violate statutes
relating to counterfeiting U.S. currency,
electronic fund transfer frauds, access device
frauds, false identification documents or devices,
and other financial crimes with potential
to undermine the integrity of the nation’s
financial infrastructure;

* Participate in planning, coordinating and
implementing security operations at special
events of national significance; and

* Provide forensic and investigative assistance in
support of any investigation involving missing or
exploited children.

Title 18 of the United States Code, Section 3056A.
Powers, authorities and duties of United States Secret
Service Uniformed Division:

* Protect the White House, any building in which
presidential offices are located, the Treasury
Building and grounds and temporary official
residence of the Vice President;

¢ Protect the President, Vice President and their
immediate families, foreign diplomatic missions
located in the metropolitan area of the District of
Columbia, foreign diplomatic missions headed
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by twenty or more full-time officers outside the
District of Columbia but within the United
States;

* Protect foreign consular and diplomatic missions

located in such areas in the United States, its
territories and possessions, as the President, on a
case-by-case basis, may direct; and

* Protect visiting foreign government officials to

metropolitan areas where there are located
twenty or more consular or diplomatic missions
staffed by accredited personnel, including
protection for motorcades and at other places
associated with such visits when such officials
are in the U.S. to conduct official business with
the U.S. government.

Public Law 107-56, 107th Congress. Uniting and
Strengthening America by Providing Appropriate Tools
Required to Intercept and Obstruct Terrorism Act of
2001 (USA PATRIOT ACT), authorizes:

e A nationwide network of Electronic Crimes Task

Forces with the common purpose of preventing,
detecting, mitigating and aggressively
investigating attacks on the nation’s financial and
critical infrastructures; and

* The investigation of cases that involve electronic

crimes by providing necessary support and
resources to field investigations that have a
significant economic or community impact, or
are known to be backed by organized criminal
groups involving multiple districts or
transnational organizations.



For more information on the Secret Service Strategic Plan
FY 2008 - FY 2013,

please contact

Management and Organization Division
202-406-5776
or visit the
United States Secret Service website at

WWW.secretservice.gov
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